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Part Number: 942 016-120

Deep PacketInspection (DPI) module that provides real-time validity
checking and contentinspection for EtherNet/IP traffic.
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Product Description

The Tofino EtherNet/IP Enforcer LSM is a contentinspector for EtherNet/IP communications, checking every message
against a list of "allowed’ objects and services. You can choose from pre-defined lists of common actions, such as Read-
Only, or you can build your own custom list of objects and services. Any service thatis noton the ‘allowed’ list, or any
attemptto access an object thatis notapproved, is blocked and reported.

The Tofino EtherNet/IP Enforcer LSM makes sure that the only messages your controldevices receive are approved

commands from approved computers. Accidents involving remote programming are prevented and corrupted
messages are blocked, making your control system safer and more reliable.

Product Specifications

GL product Attributes
The Tofino EtherNet/IP Enforcer LSMis a content
inspector for EtherNet/IP communications, checking
every message against a list of ‘allowed’ objects and
Description: services. You can choose from pre-defined lists of

common actions, such as Read-Only, or you can build
your own custom list of objects and services. Any service
thatis not on the "allowed’ list, or any attempt to access an
object thatis not approved, is blocked and reported.

Global Product Attributes

Type: Tofino EtherNet/IP Enforcer LSM
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Although Belden makes every reasonable effort to ensure their accuracy at the time of this publication, information and specifications described herein are subject to error or omission and to change without notice, and the listing of
such information and specifications does not ensure product availability.

Belden provides the information and specifications herein on an "AS IS basis, with no representations or wananties, whether express, statutory or implied In no event will Belden be liable for any damages (including consequential,
indirect, incidental, special, punitive, or exemplary damages) whatsoever, even if Belden has been advised of the possibility of such damages, whether in an action under contract. negligence or any other theory, arising out of or in
connection with the use, or inability to use, the information or specifications described herein.

All sales of Belden products are subject to Belden's standard terms and conditions of sale.

Belden believes this product to be in compliance with EU RoHS (Directive 2002/95/EC, 27-Jan-2003). Material manufactured prior to the compliance date may be in stock at Belden facilities and in our Distributor?s inventory. The
information provided in this Product Disclosure, and the identification of materials listed as reportable or restricted within the Product Disclosure, is comect to the best of Belden?s knowledge, information, and belief at the date of its
publication. The information provided in this Product Disclosure is designed only as a general guide for the safe handling, storage, and any other operation of the product itself or the one that it becomes a part of. This Product
Disclosure is not to be considered a warranty or quality specification. Regulatory information is for guidance purposes only. Product users are responsible for determining the applicability of legislation and regulations based on their
individual usage of the product

Belden declares this product to be in compliance with EU LVD (Low Voltage Directive 73/23/EEC), as amended by directive 93/68/EEC.
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